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Stinger v10.0.1.546 Threats List (posted 04/08/2009)

AdClicker-EV
AFXRootkit
Apropos
BackDoor-ALl
BackDoor-AQJ
BackDoor-AQJ.b
BackDoor-AWQ
BackDoor-AXO
BackDoor-BAC
BackDoor-CEB
BackDoor-CEB!bat
BackDoor-CEB!'hosts
BackDoor-CEB.b
BackDoor-CEB.c
BackDoor-CEB.d
BackDoor-CEB.dlI
BackDoor-CEB.dr
BackDoor-CEB.e
BackDoor-CEB.f
BackDoor-CEB.sys
BackDoor-CFB
BackDoor-CSX
BackDoor-CSY
BackDoor-CUX
BackDoor-CWD
BackDoor-DIX
BackDoor-DJF
BackDoor-DJZ
BackDoor-JZ
BackDoor-JZ.dam
BackDoor-JZ.dr
BackDoor-JZ.gen
BackDoor-JZ.gen.b
Bat/Autorun.worm.h
Bat/Autorun.worm.zr
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Bat/Autorun.worm.zr!vbs
Bat/Autorun.worm.zw
Bat/Mumu.worm
Cleanup

CoreFlood
Coreflood!psexec
Coreflood.dldr
CoreFlood.dll
CoreFlood.dr
Cutwail

Danmec
DNSChanger.f
Downloader-AUE
Downloader-BAl
Downloader-DN.a
Downloader-DN.b
Downloader-UA
Downloader-ZQ
Exploit-DcomRpc
Exploit-DcomRpc.b
Exploit-DcomRpc.dll
Exploit-Lsass
Exploit-Lsass.dll
Exploit-MS04-011
Exploit-MS04-011.gen
Exploit-MSExcel.k
Exploit-MSExcel.l
Exploit-MSExcel.m
Exploit-MSExcel.n
Exploit-MSExcel.o
Exploit-MSEXxcel.p
Exploit-MSExcel.q
Exploit-MSEXxcel.r
Exploit-PDF.b
Exploit-PDF.b.gen
Exploit-PDF.c
Exploit-PDF.d
Exploit-PDF.e
Exploit-PDF.f
Exploit-PDF.g
Exploit-PDF.h
Exploit-PDF.i
Exploit-PDF.i.gen
Exploit-PDF.j
Exploit-PDF.k
Exploit-XMLhttp.d
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Exploit-XMLhttp.d.gen
Exploit-XMLhttp.d.gen.b
Exploit-XMLhttpd.d
FakeAlert
FakeAlert-AA
FakeAlert-AB
FakeAlert-AB!htm
FakeAlert-AB.dldr
FakeAlert-AB.dr
FakeAlert-AC
FakeAlert-AD
FakeAlert-AE
FakeAlert-AF
FakeAlert-AG
FakeAlert-AG.gen.b
FakeAlert-AG.gen.c
FakeAlert-AH
FakeAlert-Al
FakeAlert-AJ
FakeAlert-AK
FakeAlert-AL
FakeAlert-AM
FakeAlert-AN
FakeAlert-AntiSpywarePro
FakeAlert-AntiSpywarePro.dll
FakeAlert-AntiVirusPlus
FakeAlert-AntiVirusPro
FakeAlert-AntiVirusXP
FakeAlert-AO
FakeAlert-AP
FakeAlert-AQ
FakeAlert-AR
FakeAlert-AS
FakeAlert-AT
FakeAlert-AU
FakeAlert-av2009
FakeAlert-av360
FakeAlert-AW
FakeAlert-AZ
FakeAlert-AZ'htm
FakeAlert-B
FakeAlert-B.dldr
FakeAlert-B.dr
FakeAlert-BA
FakeAlert-BB
FakeAlert-BC
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FakeAlert-BD
FakeAlert-BE
FakeAlert-BE.gen
FakeAlert-BF
FakeAlert-BG.dldr
FakeAlert-BH.dldr
FakeAlert-Bl
FakeAlert-BJ
FakeAlert-BK
FakeAlert-BL
FakeAlert-BM
FakeAlert-BN
FakeAlert-BO
FakeAlert-BO.dldr
FakeAlert-BP
FakeAlert-BQ
FakeAlert-BR
FakeAlert-BS
FakeAlert-BS.dll
FakeAlert-BT
FakeAlert-BU
FakeAlert-BV
FakeAlert-BV.dldr
FakeAlert-BW
FakeAlert-BX
FakeAlert-BY
FakeAlert-BZ
FakeAlert-C
FakeAlert-C.dr
FakeAlert-C.gen
FakeAlert-CA
FakeAlert-CB
FakeAlert-CC
FakeAlert-CD
FakeAlert-D
FakeAlert-E
FakeAlert-F
FakeAlert-G
FakeAlert-H
FakeAlert-1
FakeAlert-J
FakeAlert-K
FakeAlert-L
FakeAlert-LastDefender
FakeAlert-M
FakeAlert-MalDef
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FakeAlert-MalDef.dldr
FakeAlert-MalDef.dll
FakeAlert-MCodec
FakeAlert-MCodec!'htm
FakeAlert-N
FakeAlert-N.dldr
FakeAlert-O

FakeAlert-P

FakeAlert-Q

FakeAlert-R
FakeAlert-RealAV
FakeAlert-S
FakeAlert-S.dll
FakeAlert-SpyKiller
FakeAlert-SpywareGuard
FakeAlert-SpywareProtect
FakeAlert-SystemSecurity
FakeAlert-T

FakeAlert-U
FakeAlert-V
FakeAlert-W
FakeAlert-WinwebSecurity
FakeAlert-X
FakeAlert-XPAntivirus
FakeAlert-XPPoliceAntivirus
FakeAlert-XPSecCenter
FakeAlert-Y
FakeAlert-Y.dr
FakeAlert-Z

Fribet

Generic FakeAlert
Generic FakeAlert!ink
Generic FakeAlert.d
Generic FakeAlert.e
Generic FakeAlert.f
Generic FakeAlert.g
Generic FakeAlert.h
Generic FakeAlert.i
Generic FakeAlert.j
Generic FakeAlert.k
Generic PWS.y!'mem
Generic RootKit.a
Generic Rootkit.d
Generic RootKit.e
Generic RootKit.f
Genericlatr
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Generic.dx
HackerDefender
HE4Hook
Hidden-Process.a
HideVault!sys
HideWindow
HideWindow.dll
HTool-T2W
IPCScan
IRC/Flood.ap
IRC/Flood.ap.bat
IRC/Flood.ap.dr
IRC/Flood.bi
IRC/Flood.bi.dr
IRC/Flood.cd
JS/Autorun.worm.ci
JS/Downloader-AUE
JS/FakeAlert
JS/FakeAlert-AB.dldr
MadCodeHook
NTRootkit-E
NTRootKit-H
NTRootKit-J
NTRootkit-S
NTRootkit-U
NTRootkit-Z
NTServiceLoader
Patched-Import
ProcKill
Proxy-Agent.af
Proxy-Agent.af.dr
Puper
PWS-Banker.dldr
PWS-FireMing
PWS-FireMing.dll
PWS-FireMing.dr
PWS-Gamania.gen.a
PWS-Gogo
PWS-Goldun
PWS-LDPinch
PWS-Narod
PWS-Narod.dll
PWS-Narod.gen
PWS-Progent
PWS-Sincom
PWS-Sincom.dll
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PWS-Sincom.dr
Qoolaid.a

rootkit
RootKit-NTlllusion
Rustock

Spam-Mailbot.c
Spy-Agent.bv
Spy-Agent.bw
Spy-Agent.de
Spy-Agent.dn

Srizbi

StartPage-KM
StealthMBR

Vanquish

Vanti

VBS/Autorun.bj
VBS/Autorun.worm.au
VBS/Autorun.worm.ay
VBS/Autorun.worm.bi
VBS/Autorun.worm.bj
VBS/Autorun.worm.bs
VBS/Autorun.worm.by
VBS/Autorun.worm.ca
VBS/Autorun.worm.cy
VBS/Autorun.worm.dm
VBS/Autorun.worm.dn
VBS/Autorun.worm.dn!atr
VBS/Autorun.worm.dn!txt
VBS/Autorun.worm.dv
VBS/Autorun.worm.dz
VBS/Autorun.worm.en
VBS/Autorun.worm.ew
VBS/Autorun.worm.k
VBS/Autorun.worm.k!bat
VBS/Autorun.worm.k!reg
VBS/Autorun.worm.zd
VBS/Autorun.worm.ze
VBS/Autorun.worm.zl
VBS/Autorun.worm.zn
VBS/Autorun.worm.zo
VBS/Autorun.worm.zo'lnk
VBS/Autorun.worm.zs
VBS/FakeAlert-AB
VBS/FakeAV
VBS/IE-Title

Vundo
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Vundo!grb
Vundo.dldr
Vundo.dr
Vundo.gen.aa
Vundo.gen.ab
Vundo.gen.ac
Vundo.gen.ad
Vundo.gen.ae
Vundo.gen.af
Vundo.gen.ag
Vundo.gen.ah
Vundo.gen.ai
Vundo.gen.aj
Vundo.gen.ak
Vundo.gen.al
Vundo.gen.am
Vundo.gen.an
Vundo.gen.h
Vundo.gen.i
Vundo.gen.j
Vundo.gen.k
Vundo.gen.l
Vundo.gen.m
Vundo.gen.n
Vundo.gen.o
Vundo.gen.p
Vundo.gen.r
Vundo.gen.s
Vundo.gen.s.dr
Vundo.gen.t
Vundo.gen.u
Vundo.gen.v
Vundo.gen.w
Vundo.gen.x
Vundo.gen.y
Vundo.gen.z
W32/Almanahe
W32/Almanahe.a
W32/Anig.worm
W32/Anig.worm.dll
W32/Autorun
W32/Autorun.worm
W32/Autorun.worm!linf
W32/Autorun.wormlini
W32/Autorun.worm.a
W32/Autorun.worm.aa

Copyright © 2003-2009 McAfee, Inc. All Rights Reserved.



W32/Autorun.worm.ab
w32/autorun.worm.ac
W32/Autorun.worm.ad
W32/Autorun.worm.ae
W32/Autorun.worm.af
W32/Autorun.worm.ag
W32/Autorun.worm.ai
W32/Autorun.worm.aj
W32/Autorun.worm.ak
W32/Autorun.worm.al
W32/Autorun.worm.am
W32/Autorun.worm.an
W32/Autorun.worm.ao
W32/Autorun.worm.ap
Wa32/Autorun.worm.aq
W32/Autorun.worm.ar
W32/Autorun.worm.as
W32/Autorun.worm.at
W32/Autorun.worm.av
W32/Autorun.worm.aw
W32/Autorun.worm.ax
W32/Autorun.worm.az
W32/Autorun.worm.b
W32/Autorun.worm.b.cfg
W32/Autorun.worm.ba
W32/Autorun.worm.bb
W32/Autorun.worm.bc
W32/Autorun.worm.bd
W32/Autorun.worm.be
W32/Autorun.worm.bf
W32/Autorun.worm.bg
W32/Autorun.worm.bh
W32/Autorun.worm.bk
W32/Autorun.worm.bl
W32/Autorun.worm.bm
W32/Autorun.worm.bn
W32/Autorun.worm.bo
W32/Autorun.worm.bp
W32/Autorun.worm.bp!reg
W32/Autorun.worm.bq
W32/Autorun.worm.br
W32/Autorun.worm.bt
W32/Autorun.worm.bw
W32/Autorun.worm.bx
W32/Autorun.worm.bx!inf
W32/Autorun.worm.bx.gen
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Wa32/Autorun.worm.by
W32/Autorun.worm.bz
W32/Autorun.worm.c
W32/Autorun.worm.cb
W32/Autorun.worm.cb.dr
W32/Autorun.worm.cc
W32/Autorun.worm.cd
W32/Autorun.worm.ce
W32/Autorun.worm.cf
W32/Autorun.worm.cg
W32/Autorun.worm.ch
W32/Autorun.worm.cj
W32/Autorun.worm.ck
W32/Autorun.worm.cm
W32/Autorun.worm.cn
W32/Autorun.worm.co
Wa32/Autorun.worm.cp
W32/Autorun.worm.cp!bat
Wa32/Autorun.worm.cq
W32/Autorun.worm.cr
W32/Autorun.worm.cs
W32/Autorun.worm.ct
W32/Autorun.worm.cu
W32/Autorun.worm.cv
W32/Autorun.worm.cw
W32/Autorun.worm.cx
W32/Autorun.worm.cz
W32/Autorun.worm.d
W32/Autorun.worm.da
W32/Autorun.worm.db
W32/Autorun.worm.dc
W32/Autorun.worm.dd
W32/Autorun.worm.dd!inf
W32/Autorun.worm.de
W32/Autorun.worm.df
W32/Autorun.worm.dg
W32/Autorun.worm.dh
W32/Autorun.worm.di
W32/Autorun.worm.dj
W32/Autorun.worm.dk
W32/Autorun.worm.dl
W32/Autorun.worm.dn
W32/Autorun.worm.do
W32/Autorun.worm.dp
W32/Autorun.worm.dq
W32/Autorun.worm.ds
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W32/Autorun.worm.dt
W32/Autorun.worm.du
W32/Autorun.worm.dw
W32/Autorun.worm.dx
Wa32/Autorun.worm.dy
W32/Autorun.worm.e
W32/Autorun.worm.ea
W32/Autorun.worm.eb
W32/Autorun.worm.ec
W32/Autorun.worm.ed
W32/Autorun.worm.ef
W32/Autorun.worm.eg
W32/Autorun.worm.ei
W32/Autorun.worm.ej
W32/Autorun.worm.ek
W32/Autorun.worm.el
W32/Autorun.worm.em
W32/Autorun.worm.eo
Wa32/Autorun.worm.ep
W32/Autorun.worm.eq
W32/Autorun.worm.er
W32/Autorun.worm.es
W32/Autorun.worm.et
W32/Autorun.worm.eu
W32/Autorun.worm.ev
W32/Autorun.worm.ex
W32/Autorun.worm.ey
W32/Autorun.worm.f
W32/Autorun.worm.g
W32/Autorun.worm.gen!job
W32/Autorun.worm.gen.cl
W32/Autorun.worm.gen.za
W32/Autorun.worm.gen.zb
W32/Autorun.worm.h
W32/Autorun.worm.h!lnk
W32/Autorun.worm.i
W32/Autorun.worm.j
W32/Autorun.worm.k
W32/Autorun.worm.l
W32/Autorun.worm.m
W32/Autorun.worm.n
W32/Autorun.worm.o
W32/Autorun.worm.p
W32/Autorun.worm.q
W32/Autorun.worm.r
W32/Autorun.worm.remmants

Copyright © 2003-2009 McAfee, Inc. All Rights Reserved.



W32/Autorun.worm.s
W32/Autorun.worm.t
W32/Autorun.worm.u
W32/Autorun.worm.v
W32/Autorun.worm.v!bat
W32/Autorun.worm.w
W32/Autorun.worm.x
W32/Autorun.worm.y
W32/Autorun.worm.z
W32/Autorun.worm.zc
W32/Autorun.worm.zf
W32/Autorun.worm.zg
W32/Autorun.worm.zh
W32/Autorun.worm.zi
W32/Autorun.worm.zj
W32/Autorun.worm.zk
W32/Autorun.worm.zm
W32/Autorun.worm.zp
W32/Autorun.worm.zq
W32/Autorun.worm.zs
W32/Autorun.worm.zt
W32/Autorun.worm.zu
W32/Autorun.worm.zu.dr
W32/Autorun.worm.zv
W32/Autorun.worm.zw
W32/Autorun.worm.zw!inf
W32/Autorun.worm.zx
W32/Bagle
W32/Bagle'eml.gen
W32/Bagle!lpwdzip
W32/Bagle.ad!src
W32/Bagle.dldr
W32/Bagle.dll.dr
W32/Bagle.eml
W32/Bagle.fb!pwdzip
W32/Bagle.fclpwdzip
W32/Bagle.fd!'pwdzip
W32/Bagle.felpwdzip
W32/Bagle.fm.dldr
W32/Bagle.gen
W32/Bagle@MM!cpl
W32/Blaster.worm
W32/Blaster.worm.k
W32/Bropia.worm
W32/Bugbear
W32/Bugbear.a.dam
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Wa32/Bugbear.b!data
W32/Bughbear.b.dam
W32/Bugbear.gen@MM
W32/Bugbear.h@MM
W32/Bugbear@MM
Wa32/Conficker
Wa32/Conficker.c
Wa32/Conficker.sys
Wa32/Conficker.worm
Wa32/Conficker.worm!inf
Wa32/Conficker.worm!job
Wa32/Conficker.worm.dr
W32/Conficker.worm.gen.a
W32/Conficker.worm.gen.b
Wa32/Conficker.worm.gen.c
Wa32/Conficker.worm.gen.d
Wa32/Cutwail.a
W32/Deborm.worm.ah
W32/Deborm.worm.gen
W32/Doomjuice.worm
W32/Dumaru
W32/Dumaru.ad@MM
Wa32/Dumaru.al.dll
W32/Dumaru.dll
W32/Dumaru.eml
W32/Dumaru.gen
W32/Dumaru.gen@MM
W32/Dumaru.w.gen
W32/Elkern.cav
Wa32/Elkern.cav.c
W32/Elkern.cav.c.dam
Wa32/Feebs

W32/Fizzer
Wa32/Fizzer.dll
W32/Fujacks!htm
Wa32/FunLove
W32/FunLove.apd
Wa32/Gaobot.worm
W32/Harwig.worm
W32/IRChot
W32/IRChot.worm
W32/IRCbhot.worm.dll
W32/Klez

W32/Klez.dam
W32/Klez.eml
W32/Klez.gen.o@ MM

Copyright © 2003-2009 McAfee, Inc. All Rights Reserved.



W32/Klez.rar
W32/Koobface.worm
W32/Koobface.worm.gen
W32/Korgo.worm
W32/Lirva
W32/Lirva.c.htm
W32/Lirva.eml
W32/Lirva.gen@MM
W32/Lirva.htm
W32/Lirva.txt
Wa32/Lovgate
W32/Lurker
W32/Maslan
W32/Mimail
W32/Mimail.c@MM
W32/Mimail.i'data
W32/Mimail.g@MM
W32/MoFei.worm
W32/MoFei.worm.dr
W32/Mumu.b.worm
W32/Mydoom
W32/Mydoom!bat
W32/Mydoom!ftp
W32/Mydoom.b!hosts
W32/Mydoom.dam
W32/Mydoom.t.dll
W32/Mytob
W32/Mytob.gen@MM
W32/Mytob.worm
W32/MyWife
W32/MyWife.dll
W32/MyWife@MM
W32/Nachi!tftpd
W32/Nachi.worm
W32/Netsky
W32/Netsky.af@MM
W32/Nimda
W32/Nimda.dam
W32/Nimda.eml
W32/Nimda.gen@MM
W32/Nimda.htm
W32/Nuwar
W32/Nuwar.dam
W32/Nuwar.sys
W32/Nuwar@ MM
W32/Nuwar@MM!rar
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W32/Pate
W32/Pate!dam
W32/Pate.dam
Wa32/Pate.dr
W32/Polip
W32/Polip!mem
W32/Polybot
W32/Polybot.bat
W32/Sasser.worm
W32/Sasser.worm!ftp
W32/Sdbot
W32/Sdbotlirc
W32/Sdbot.bat
W32/Sdbot.cli
W32/Sdbot.dll
W32/Sdbot.dr
W32/Sdbot.worm
W32/Sdbot.worm!ftp
W32/Sdbot.worm.bat.b
W32/Sdbot.worm.dr
W32/Sdbot.worm.gen
W32/Sdbot.worm.gen.a
Wa32/Sdbot.worm.gen.b
W32/Sdbot.worm.gen.c
W32/Sdbot.worm.gen.d
W32/Sdbot.worm.gen.e
W32/Sdbot.worm.gen.q
W32/Sober
W32/Sober!data
W32/Sober.dam
W32/Sober.eml
W32/Sober.f.dam
W32/Sober.g.dam
W32/Sober.qlspam
W32/Sober.r.dr
W32/Sober.r@MM
W32/Sobig
W32/Sobig.dam
W32/Sobig.eml
W32/Sobig.f.dam
W32/Sobig.gen@MM
W32/Spybot.worm
W32/SQLSlammer.worm
W32/Swen
W32/Swen@MM
W32/Virut
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W32/Virut!mem
W32/Winemmem
W32/Yaha.eml
W32/Yaha.gen@MM
W32/Yaha.y@MM
W32/Yaha@MM
W32/Zafi
W32/Zafi.b.dam
W32/Zindos.worm
W32/Zotob.worm
W32/Zotob.worm!hosts
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